@

Alcatel-Lucent
Enterprise

Certified
Solution

Developer and Solution Partner Program
Inter-Working Report

4 Partner: Aurenz N
Solution name: AlwinPro UC-Analytics
Alcatel-Lucent Enterprise Platform:
OXO Connect

dli'enz

SOFTWARE & CONSULTING

February 2020 Alcatel-Lucent @

Enterprise




Legal notice

The Alcatel-Lucent name and logo are trademarks of Nokia used under license by ALE. To view other
trademarks used by affiliated companies of ALE Holding, visit: www.al-enterprise.com/en/legal/
trademarks-copyright. All other trademarks are the property of their respective owners.

The information presented is subject to change without notice. Neither ALE Holding nor any of its
affiliates assumes any responsibility for inaccuracies contained herein.

© 2019 ALE International. All rights reserved. http://www.al-enterprise.com

Disclaimer

The product and release listed have been tested with the Alcatel-Lucent Enterprise Platform and the
release specified hereinafter. The tests concern only the inter-working between the DSPP member’s
product and the Alcatel-Lucent Enterprise Platform referenced above. The inter-working report is valid
until the DSPP member’'s product issues a new major release of such product (incorporating new
features or functionality), or until ALE issues a new major release of such Alcatel-Lucent Enterprise
product (incorporating new features or functionalities), whichever first occurs.

While efforts were made to verify the completeness and accuracy of the information contained in this
documentation, this document is provided “as is”.

In the interest of continued product development, ALE International reserves the right to make
improvements to this documentation and the products it describes at any time, without notice or
obligation.

Document history

Revision | Date Author Details

1 February 2020 | Karthik Padmarajan Creation
Durgadevi Subash

IWR AlwinPro&UC/OXO from Aurenz Page 2 of 39



Tests Overview
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Chapter

1 INTRODUCTION

This document is the result of the certification tests performed between the DSPP member’s solution
and Alcatel-Lucent Enterprise’s platform.

It certifies proper inter-working with the DSPP member’s solution.

Information contained in this document is believed to be accurate and reliable at the time of printing.
However, due to ongoing product improvements and revisions, ALE cannot guarantee accuracy of
printed material after the date of certification nor can it accept responsibility for errors or omissions.
Updates to this document can be viewed on:

- the Technical Support page of the Enterprise Business Portal (https://businessportal.alcatel-
lucent.com) in the Interworking Reports corner (access is restricted to Business Partners and
DSPP members)

This InterWorking report specifies the products and releases which have been certified.

This inter-working report is valid unless specified until the DSPP member issues a new major release
of such product (incorporating new features or functionalities), or until ALE issues a new major
release of such Alcatel-Lucent Enterprise product (incorporating new features or functionalities),
whichever first occurs.

A new release is identified as following:

¢ a “Major Release” is any x. enumerated release. Example Product 1.0 is a major product
release.

e a “Minor Release” is any x.y enumerated release. Example Product 1.1 is a minor product
release

The validity of the InterWorking report can be extended to upper major releases, if for example the
interface didn’t evolve, or to other products of the same family range. Please refer to the “IWR validity
extension” chapter at the beginning of the report.

Note 1: The InterWorking report becomes automatically obsolete when the mentioned product
releases are end of life.

Note 2: The renewal of the interoperability test (certification) is under the responsibility of the partner

Note 3: ALE usually generate a major release every 18 or 24 months. Therefore the IWR is implicitly
valid for two year after the publication.
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Chapter 1  INTRODUCTION

For certified DSPP solutions, Technical support will be provided within the scope of the features which
have been certified in the InterWorking report. The scope is defined by the InterWorking report via the
tests cases which have been performed, the conditions and the perimeter of the testing and identified
limitations. All those details are documented in the IWR. The Business Partner must verify an
InterWorking Report (see above “Validity of the InterWorking Report) is valid and that the deployment
follows all recommendations and prerequisites described in the InterWorking Report.

The certification does not verify the functional achievement of the DSPP member’s solution as well as
it does not cover load capacity checks, race conditions and generally speaking any real customer's
site conditions.

Access to technical support by the ALE Business Partner requires a valid ALE maintenance contract

For details on all cases (3" party application certified or not, request outside the scope of this IWR,
etc.), please refer to Appendix “DSPP Escalation Process”.

1.3.1 Case of additional Third-party applications

In case at a customer site an additional third-party application NOT provided by ALE is included in the
solution between the certified Alcatel-Lucent Enterprise and DSPP member products such as a
Session Border Controller or a firewall for example, ALE will consider that situation as to that where no
IWR exists. ALE will handle this situation accordingly (for more details, please refer to Appendix
“DSPP Escalation Process”).
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Chapter

- SOLUTION INFORMATION

Solution name AlwinPro UC & Analytics
Solution version 12.0

Interface/API HTTP / SOAP

Interface/API version if relevant

Brief Solution description:

AlwinPro is a 32-bit Windows application for call accounting and billing. AlwinPro enables a
multiplicity of analyses in different representational forms.

UC-Analytics is a 32-bit Windows application for analyzing call data (stored in tickets). The main
features are cost management, quality management and traffic analysis.

AlwinPro & UC-Analytics highlights in the overview

= Data acquisition takes place on a standard hard disk.

= 100 000 calls can be stored on 100 MB disk space

= Pre-defined report can be programmed

» Integrated Web server for reporting over web browser

» Binding of one or several telecommunications systems

= Analyses according to innumerable criteria adjustable

» Extensive data security definitions to the protection of user and communication data
= Graphic form generator for the organization of analyses

» Detail analyses, sum analyses, email dispatch and export of communication data

Language supported:
Administrative GUI:  German and English.
Web GUI: German, English, Spanish, French, Italian and Dutch..
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Chapter

3 TEST ENVIRONMENT

3.1 Test environment

OXO Connect

Call
Accounting
Provider

YW

HTTPS/SOAP
P

On LAN / WAN

The tests were performed on the Alcatel-Lucent Enterprise DSPP platform in the following e
environment. We tested the interconnection between AlwinPro and UC-Analytics with OXO in 2

configurations:
. Direct Ethernet connection (retrieving *.dat files by FTP/SFTP requests)
. Ethernet on the fly

Network IP configuration:

. OXO R3.2-> 10.9.223.238

. PC client: Virtual Machine with Windows 7 = IP Address: 10.9.223.45
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Chapter 3  TEST ENVIRONMENT

Setup with NMC

=
- —
[ PC Metwork '|
it | /
Candidate \ /
Application —
Figure 2: Setup with MMC .'
i

3.2 Hardware configuration
List main hardware equipments used for testing

e OXO Connect
o PRA TO (ISDN Access)
o MIX 4/8/4 (ISDN TO, digital & analog interfaces)
o UA digital and analog sets

. OHL interface:
o HTTPS (only TCP port 443 was used)

3.3 Software configuration
e Alcatel Communication Platform: OXO Connect R3.2

+ Partner Application: AlwinPro & UC-Analytics 12.0.1.03
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Chapter

4 SUMMARY OF TESTS

4.1 Summary of main functions supported

The call accounting feature available on OXO system is used for collecting specific information concerning
* Telephone incoming/outgoing calls

* Use of supplementary services in the public network

* User services like Appointment Reminder/Wake-Up for example

Client Application connection

Session establishment. oK
Appointment reminder tickets OK
Telephone Incoming/Outgoing /Conference calls OK
Management of Call tickets OK

Room status Management
Defence and Disruption of Link OK
Session Logout. OK

4.2 Summary of problems

¢ No blocking problem

4.3 Summary of limitations

e No limitations
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Chapter 4 - SUMMARY OF TESTS

o We tested the port connection using the command “netstat” at the partner side.
We tested only in port 443 and 30443 was not working during the time of tests
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Chapter

5 TESTS RESULT

The results are presented as indicated in the example below:

Test
Case Test Case N/A OK NOK Comment
Id
Test case 1
1 e Action |:| |:|

e Expected result

Test case 2 L .
The application waits

Action .
5 . ] [] for PBX timer or
o Expected result phone set hangs up

Test case 3 .
. Relevant only if the
e Action

3 ] [] | CTlinterfaceis a
e Expected result direct CSTA link

Test case 4
e Action No indication, no error
4 )
o Expected result L] [ message

I R

Test Case Id: a feature testing may comprise multiple steps depending on its complexity. Each step has to be
completed successfully in order to conform to the test.

Test Case: describes the test case with the detail of the main steps to be executed the and the expected result
N/A: when checked, means the test case is not applicable in the scope of the application

OK: when checked, means the test case performs as expected

NOK: when checked, means the test case has failed. In that case, describe in the field “Comment” the reason for
the failure and the reference number of the issue either on ALE side or on partner side

Comment: to be filled in with any relevant comment. Mandatory in case a test has failed especially the reference
number of the issue.
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Chapter 5  TESTSRESULT

5.2.1 Test Objectives

The calls are generated to several users belonging to the same network.

Called party can be in different states: free, busy, out of service, do not disturb, etc.
Calls to data devices are refused.

5.2.2 Test Results

Test
Case Test Case N/A OK NOK Comment
Id
Configure the use of Proxy
e Enter the login and Passwod
cic1 e Check the connection is esablished o & o
Can be connected
Configure HTTPS Proxy with 443 and 30443
cicz e port 443 or 30443 in CMS u X [ https://10.9.224.221/s
ervices/taxation
CIC3 |Basic Authentication U] X U]
. . Connection with DNS
CIC4 | Connection using OXO DNS name ] X ] successiul.
Client must accept HTTP
CICS cookies [ 2 [
NMC Configuration (Direction connection the OXO.
CIC6 | Configuration for this described below. ] X ]
Result | Basic connection ] X ]

IWR AlwinPro&UC/OXO from Aurenz
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Chapter 5  TESTSRESULT

5.3.1 Test Results

Test
Case Test Case N/A OK NOK Comment
Id

Wakeup is received

APP1 | Generate an appointment Activation ticket bot not processed

Wakeup is received

APP2 | Generate an appointment Cancellation ticket bot not processed

Wakeup is received

APP3 | Generate an appointment Failed ticket bot not processed

Wakeup is received
bot not processed

OO0 |d|d
N X | X X
OO0 |d|d

APP4 | Generate an appointment Complete ticket

Wakeup is received
bot not processed and

Result | Appointment tickets configuration Ol = ] not shown in the
application
5.4.1 Test Results
Test
Case Test Case N/A OK NOK Comment
Id
Step 1. Generate some calls without an active
CMS session,
BU1L Step 2. Open a CMS session and verify all [] X []
tickets previously generated are collected by
the CMS
Step 1. Make some calls after disconnecting
CMS session,
BU2 Step 2. Open a CMS session again and verify all ] X ]
tickets previously generated are collected by
the CMS
Step 1. Make multiple calls at the same time after
opeining the CMS session,
BU3 | Step 2. Verify all tickets previously generated are U] X U]
collected by
the CMS
Step 1. Set some wake up reminder without an Wakeup is received
BU4 |active U] X ] b
. bot not processed
CMS session,
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Chapter 5  TESTSRESULT

Step 2. Open a CMS session and verify all

tickets previously generated are collected by
the CMS

BUS

Step 1. Set some wake up reminder after
disconnecting

CMS session,

Step 2. Open a CMS session again and verify all

tickets previously generated are collected by
the CMS

BUG6

Step 1. Generate some wake up calls without an
active

CMS session,

Step 2. Open a CMS session and verify all

tickets previously generated are collected by
the CMS

Result

Ticket Buffer

IWR AlwinPro&UC/OXO from Aurenz
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Chapter

5  TESTSRESULT

5.5.1 Test Objectives

The following tests have been complied with a view to checking the CMS applications ability to read
each of the different fields of the XML metering output. They are not a test of the applications ability to
process the collected metering output data. The ‘Grey’ field of each Test indicates the field of the
metering Information under test. Note — It is not important to use the exact same extension numbers,

names or dialed numbers as given in the following scenario

5.5.2 Test Results

Test Test Case N/A  OK  NOK Comment
Case Id
Outgoing call from extn. 128 to external no. for 50
SMDR1 | S€¢: duration using Manual dialling and currency ] X ]
EUR
Outgoing call from extn. 128 to external no. for 50
SMDR?2 sec. duration using Redial dial [ 2 [
Outgoing call from extn. 128 to external no. for 50
SMDR3 sec. duration using Speed dial [ 2 [
SMDRA4 Make a call to 128 but 128 is diverted to external [] X []
number
Outgoing call from an TO call from booth
SMDRS extnesion o i D
External call transferred from the Booth extension
SMDR6 to an Room extension [ X [
SMDR7 | Tickets generated for Room status change X ] ]
Room Status change (Operator set 100 sets 106
SMDR8 as Room Cleaned then Dirty) & [ [
Wake up Deactivation (Operator set 100
SMDR?9 programs 07:00 am wake up for 106 ) & [ [
Wake up Activation (Operator set 100 programs
SMDR10 | 07:00 am wake up for 106 via Hotel key) X ] ]
Neither the currency
nor cost fields are
taken into account by
Result |Management of SMDR — call tickets ] X ] |the application. The
currency used and
cost are defined in the
application itself.

IWR AlwinPro&UC/OXO from Aurenz
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Chapter 5

TESTS RESULT

5.6.1 Test Results

Test
Case
Id

Test Case

N/A

OK

NOK

Comment

DIS101

Cut the ethernet link between CMS
application interface and the OmniPCX
Office. Generate some SMDR tickets
wake-up and call-tickets on OmniPCX
Office side. Re-establish the link and verify
that the events are taken into account on
the CMS .

DIS102

Power off the CMS interface (i.e. Power
down the PC ) and generate some events
from the OmniPCX Office side.

Restart the interface and verify that the
events are sent and taken in consideration
on the CMS side

Duration SMDR is
ignored. To be

specified

DIS104

Warm reset the OmniPCX Office and
attempt a connection by the CMS . Verify
the fail messages and all buffered SMDR
are collected by the CMS when the
OmniPCX is restarted

Result

Diruption of Link

IWR AlwinPro&UC/OXO from Aurenz
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Chapter

6  Appendix A: SOLUTION DESCRIPTION

The portfolio of Aurenz GmbH consists of the Products - “AlwinPro”, “AlwinPro Hotel/Care” and “UC-
Analytics”.

The software AlwinPro main purpose is call accounting.

The software UC-Analytics Software is designed for call analyzing and quality statistics. In general the
tool allows you to analyze the costs of telecommunications and the telephone usage and behaviour of
the staff. The results are displayed in statistical diagrams, tables and ranking lists. The statistic tool UC-
Analytics makes the telecommunication network transparent and allows optimizing the cost structure in
a company.

The maximum number of calls to be processed by the application is mainly limited by the client
Hardware.

An overview of the Products can be found on aurenz web site (http://www.aurenz.de).

- Controlling-Software

- Precise cost-calculation using detailed tariff-information from the provider/carrier
- Multi-faceted data-assessment platform, as well as incomparable security
- Completely automatic, unnoticed running in background

- Modular construction, flexible and individually configurable

- Connection to PABX using protocol-interfaces

- Networking Capability

- Multi-user

- Implementation of mobile call data (EDIFACT)

- Send reports as pdf attachment

- Self configuring tool for new scripts

- Support of GPIN functionality

- Reporting via web interface

This application which purpose is to offer statistics and performance analysis on the customer
telephony system by deeply parsing the call tickets as collected by AlwinPro or AlwinPro Hotel.
The reporting can be done via a web interface. Here you can also create multiple dashboards with
widgets on it to have a fast overview of your communications.

The details are:
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Chapter

6 = Appendix A: SOLUTION DESCRIPTION

6.2.1 Cost management

Total phone-costs
phone-costs of wired network
phone-costs of mobile network
Comparison of different carrier

Hitlists (Ranking of the most expensive calls, or long duration calls etc.)

6.2.2 Quality management

Phone-behavior (how many calls are lost due to no answer or occupied)

o Ring-time assumed calls
o Ring-time lost calls
Time dependently comparison of phone-behavior
o Monthly comparison (total and percentage)
o Annually comparison (total and percentage)
o Comparison of the ring-time
Ranking of the Top 7 extensions
Analysis of customer contacts
o Successful and lost customer contacts
o Successful contacts (number of calls to be successful)
o Lost calls (how many tries to get a contact)
o Geographic distribution of calls
Customer contacts (time dependent comparison)
o Monthly comparison (total and percentage)
o Annually comparison (total and percentage)
o Daily comparison (total and percentage)
Evaluation of groups
o Successful contacts
o Lost contacts

6.2.3 Traffic analysis

Total traffic (inbound and outbound)
Traffic outbound/inbound
o Per day/week/month
Traffic official/private
o Per day/week/month
performance of telephone lines (daily/weekly/monthly)
o average and maximum
o number of used lines
Time at the phone
o Daily/weekly/monthly

6.2.4 XML statistics

Telephone behavior
Development of Telephone behavior
cost development

number of calls

IWR AlwinPro&UC/OXO from Aurenz
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Chapter 6 = Appendix A: SOLUTION DESCRIPTION

- time at the phone

- customer Check in check out

- group check in

- Room status for cleaning staff

- Wakeup call setting

- Guest Phone cost accounting and billing

- Change phone status (close lines if no allowance)
- Deposit amount

- Visual and audible alarm messages

- Account balancing

- Audio Deposit amount statement
- Room change feature (GPIN necessary)
- Guest identification with Health insurance Card

IWR AlwinPro&UC/OXO from Aurenz Page 23 of 39



Chapter 6 - Appendix A: SOLUTION DESCRIPTION

D Alcatel PBEX

AHL, FTP or Lokal, Corporate or
V24 connection, Phones Public: Hetwark

N

Data

Module

Aurenz
Applications

Hatel/Care
Module

Call accounting
Processing

module

Traffic analysis.
Frocessing

module

Application Cutput
e.q. on Printer,
Maonitor ar ERdail

esounting reports E:Mail Slatistical reports

The Data retrieval module is storing all call information and supplies it to the different applications.

> Web application usage — Connection Explorer

This is a fast way to explore the calls received from the pbx
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Chapter 6 = Appendix A: SOLUTION DESCRIPTION

Connection Explorer - 1 0ofx

E’E‘l

Time frame: Today Subscriber: Destination number: F| Outgoing external
) Project number: [C] Incoming external
Rediractor: [C] Outgoing local
PIN number: [] Incoming local
Sum up: R
i search (I Clear fields
Date of connection = Direction Subscriber | Project num._. | Destination number Call duration | Call costs Alwinzone Type of com
24.02.2020 08:00:00 Incoming 104 034605712481 00:00:00 0 <Fermn’ Business
24.02.2020 08:00:57 Outgoing ... 102 112 00:26:50 0 Business
24.02.2020 08:00:57 Incoming ... 112 02 00:26:50 0 Business
24.02.2020 08:03:32 Incoming ... 102 100 00:00:00 0 Business
24.02.2020 08:03:32 Outgoing ... 100 102 00:00:00 0 Business
24.02.2020 08:04:45 Qutgoing 114 05144262 00:03:15 0.31 <Femn> Business
24.02.2020 08:06:00 Incoming 104 034605712481 00:00:00 0 <Fern: Business
24.02.2020 08:06:59 Incoming ... 106 114 00:00:00 0 Business
24.02.2020 08:06:59 OQutgoing ... 114 106 00:00:00 0 Business
24.02.2020 08:09:13 Incoming 104 034605712481 00:02:47 0 <Fern: Business
24.02.2020 08:10:25 Incoming ... 112 108 00:00:58 0 Business ™
3
Page |1 of 7| b M| & Displaying 1 - 100 of 653
Web application usage — Reports
There are many options to generate a report. Also intergrated is a form designer.

Edit properties - "Bsp Gesprachskosten - Dienst-Privat” [=JIES
Properties |:| 1 zoom: &
@ (] Form i

]

&[] Data privacy
& [ Organization Chart

@ [ Time frame mal
@[] Item u [ a n z
@ (] Ttem II L 7

" SOFTWARE & CONSULTING
(L Filter telephony Ubersicht der Dienst- und Privatverbindungen
i+ [ Filter telephony 1T

@ (] Output Auswertezeitraum  01.02.2019 - 28.02.2019

& [ Options

&[] Options 1T

L Name Anz. Die  Anz. Pri Dauer Die  Dauer Pri Betrag Die Betrag Pri

[ Provider import

& [ Provider import 11 Entwicklung 432 121 19:53:14 0d:30:00 193,96 33,58

& £ 5chedule execution Service 310 66 12:30:18 02:40:29 78,13 13,29

6 £ Name Vertrieb 822 221 1:09:29:10 10:22:29 264,35 60,02
WVerwaltung 109 24 08:50:46 01:02:51 35,46 542
Summe 1673 432 3:00:43:26 18:35:49 571,90 112,32
Zusammenfassung Anzahl Betrag (EUR)

4

Business Calls Landline 1673 571,80
Private Calls Landline 432 112,32
Summe 2105 684,22
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Chapter 6 - Appendix A: SOLUTION DESCRIPTION

Web application usage — Dashboard
Statistics can be generated as reports (PDF, ...). Also statistics can be put on a dashboard (a user can have
multiple dashboards) to have a fast overview about his communication.

Dashboard (Demo)
|. Trunk data || Mame || Hunt group data ” Organization Chart ” ime frame |
Apply configuration to widgets
| Icon Name Path |
Apply configuration to widgets
Beispiel HuntGruppen - Qualitit [#2](@|[2]/12][%| | Beispiel Gesprachsaufl (@)[2]@2)= |
vy Morth | wadday T of Gay st e )i e e i sl i doratin Doty _Gabeelar wasks_Savipe ot | Time of Day Weekdays Months Calendar wasks Days per Month -
A o220 3 B
K
12 4
i
B Answered L"" |_
B Lost (Transferred)
Lost (Voicemail)
M Lost (Busy) 2
B Lost g
L}
HuntGroups Analysis - Answered and Lost Calls
Evzluation Range: Support Telekommunikation
Qverview . ) | : N | | | | |
Time frame 24.02,2020 - 01.03.2020 (Data: 24.02.2020 - 28,02.2020) 8:00  9:00  10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00
Created: 24.02.2020 10:05:28
—»— Outgoing -w Incoming
Call Traffic- Qutgoing & Incoming A
Reject dashboard configuration Reject dashboard configuration

Communication problem troubleshooting

To analyse any problems related to the CDR in the data collector there are monitors to do this
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Appendix A: SOLUTION DESCRIPTION

.9 Data collector - [Data record monitor: Alcatel OmniPCX Enterprise (Connection via Ethernet (FTP)) / Data record (10.02.2020-16.02.2020)] — m] x
i File Datasources Datarecord monitor View Window 2 -8 %
S|4 7al

Extension |Date ~ 1 2 3 4 5 3 7 8 9 0 11 12 13 14 15 16 17 18 19 20 21 22 23

3110 31.01.20 16:09:19 E D 5 2 5 0 3 1

6116 31.01.20 16:00:38 45 44 35 2E 32 35 30 33 3 20 20 20 20 20 20 20 20 20 20 20 20 20 20

3110 31.01.20 16:08:33 < >

30 31.01.20 1&:11:18 |

ADD3 31.01.20 16:12:08

ADD3 31.01.20 16:12:17 Record CMR

3110 31.01.20 16:12:35

ADD3 31.01.20 16:12:38 Charged Subscriber 2003

ADD3 31.01.20 16:12:46 Call Time 12.02.20 13:13:52

ADD3 31.01.20 16:12:52 Dialed Mo. 5031

ADD3 31.01.20 16:13:10 Duration 00:00:12

3110 31.01.20 16:13:40 Charged Medelo. 102

E008 31.01.20 16:13:41 Charged Username CL2005

30 06.02.20 19:21:46 Used ModeNo. 102

6116 06.02.20 19:21:59 Used Trunk Group n

3o 07.02.20 16:21:54 Used TrunkNo. 97

5031 12.02.20 12:35:10 Call Direction External outgoing

2005 12.02.20 12:48:05 Acting extension NedeNo. 102

2005 12.02.20 12:48:22 Called Node Mo. 9399

5031 12.02.20 12:48:31 Call Service Telephony

2003 12,02.20 12:48:31

5031 12.02.20 12:50:57 Assigned to PBX: 2 (Alcatel OmniPCX Enterprise (Connection via Ethernet (FTP)))

2005 12.02.20 12:50:57 Assigned to PBX (trunk): 2 (Alcatel OmniPCX Enterprise (Connection via Ethernet (FTP)))

5031 12.02.20 12:52:46 Network carrier selection: by default

2005 12.02.20 12:52:46 Metwork carrier name: Standard

5031 12.02.20 17:19:53 Metwork carrier calculation: by determination

2005 12.02.20 17:19:53 Metwork carrier rate date: 01.02.2014

5031 12.02.20 17:21:51 Metwork carrier distance zone: < City»

2005 12,02.20 17:21:51 Network carrier costs: 0,004800 (in main currency)

Erroneous datar.. 12.02.20 13:10:02 Specific Alwinzone: < City>

Erroneous data r.. 12.02.20 13:10:02 Specific call types: Business call

Erroneous data r... 12.02.20 13:10:02 Specific classifier: Extension classifier (2005)

2005 12,02.20 1312115 Assigned organization chart path: AlwinPro\Sonstige

5031 12.02.20 131215 Data privacy name: Default data privacy

5031

12,02.20 13:13:52

Search

Ready

Data record will be counted for extension 2005 as

Qutgoing call to external (Duration: 12 sec., Ring duration: 0 sec.)

Logged In: Superuser NUM | A

IWR AlwinPro&UC/OXO from Aurenz
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Chapter

- Appendix B: PARTNER side

v

CONFIGURATION

In the following there is only the configuration of the data collector shown. The configuration of the application —
like organization chart, data protection, - is not shown here.

7.1 FTP/SFTP

The main configuration for the FTP/SFTP data collection is to define the parameters of the PBX, like shown in

the screenshot:

Edit Data Source

Hew |

Genera | PBX
Copy | Dateipfad
Delete | " Local / Network access

n via Etheme... 1,

Login name

Password

I~ Passive connection
[~ SFTP

<

Login narme

Password

Telephone baok ety

Path name of the import files

™ Automatically delete files that are older than

I Time Period I Extensions I

Fax extensions

* FTP connections via the network

™ FTP connections via remote access

Sheff Configuration | Help

Drive I[‘d'] ;I
FTP server |fte://10.9.223.238

lr Port no. I‘:l

li Access method IDired ;I

Proxy name I

¥ Llzer name + pazsword

€ Piivate key Load fram file ... |
| =]

—
—

|,-’D H53dyn/account/ TAX" dat

Path name of the confimation file IJ”D HS3dyn/tmp/AlwinPro.acc
[~ Copy imported files to a backup directary (UC-Analytics/Rohdaten)

[ 1 Morth

J L

LCloze
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Chapter

7  Appendix B: PARTNER side CONFIGURATION

7.2 Ethernet on the fly

For the connection “Ethernet on the fly” the parameter for the TCP connection must be provided.

Edit Data Source

Hew

Copy

Delete

nnection wia Ethemne... 102, 1

{€

General |  PBX
TCP/IP Settings

IP address of the PBX

Access port

Time Period Extensions
Sheff Configuration

Fax extensions
Help

LCloze

IWR AlwinPro&UC/OXO from Aurenz
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8  Appendix C: ALE side CONFIGURATION

The call accounting feature available on OXO system is used for collecting specific information
concerning

¢ telephone incoming/outgoing calls

e use of supplementary services in the public network

e user services like Appointment Reminder/Wake-Up for example

Printing this information in various formats depending on the type of management selected.

The 'Call Accounting over IP' OXO system global license is mandatory to get the call accounting
tickets.

Screenshot: Call accounting over IP enabled.

| Software Key Features Iﬁ

Yoice communication | Yoize communication [continued] | b ulti-zite
System features | Call facilities Metwork Management | CTI

Authorized by Really
zoftware key  activated

MHEC metering tickets BO00 EOOO

Call accounting over [P Enabled Enabled

Configuration screenshots

OXO to be configured in business mode. The application works in both business and hotel mode.
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In business mode

Metering [—J&
Metering Printaut | Metering Options for &ctive Currency | Metering O ptions for Inactive Currency
V| | External Metering &ctivation [P * | Twpe of printout Listing
| Print non-answered IC calls Language Frangais
| Masking 4 lzst digits Listing

V] Leazed line printaut Cormpany narne

Metwork. mode Head printout: Mo Headsr

Metering Node Formfeed at the end of the day

Appaink b printout for ... .
ppoml me.n prntaut for Formfeed permitted
o | Activation

Proof
| Cancellation fonts perpage 50
| Failed Frirted fields

Printer alarmsz threshold P-4

Checking the port of connection

In order to check whether the application uses the port 443 or 30443, we can use the “netstat”

command in the command prompt of the windows PC where the application is installed.

Once the connection is established from the application, open the command prompt and enter netstat

you will get the result as below.

Cisllzersss1A87888 X netstat

Active Connections

Proto
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TCE

18.9.124.22:57782
18.9.124.22:58441
127 .8.8.1:5357
127 .8.8.1:5357
127 .8.8.1:5357
127.8.8.1:5239
127.8.8.1:15485
127.8.8.1:56226
127.8.8.1:56227
127.8.8.1:56228
127.8.8.1:56229
127.8.8.1:56814
127.8.8.1:56815
127. 8. A.1:56816

Local Hddgess

Foreign Address
alf4-121-72-62https
18.7_224_156:https
Lap-#1-16888:55488
Lap-B81-1888:55541
Lap-#1-10888:55547
Lap-81-16888 57477
Lap-#1-16888:57487
Lap-#1-1888:56227
Lap-81-1888:56226
Lap-B81-1888:562279
Lap-#1-10888:56228
Lap-B81-1888:56815
Lap-#1-10888:56814
Lap-A1-1888:56817

State
CLOSE_UWAIT
CLOSE_WAIT
TIME_UWAIT
TIME_WAIT
TIME_UWAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

In the above screenshot 443 is not displayed but when the actual connection is established you could
see port 443 displayed under the state ESTABLISHED

To access the 8770 server using the partner solution. These configuration should be enabled in

OXO.

IWR AlwinPro & UC Anlaytics from Aurenz
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o Alcatel-Luc nt@

OXO Connect: alize Cao e R

Start: Information: System: VolIP: Dect: Certificates:

en seneral Information AceS ertification Authority
Data saving Cabinet Topology System Files VOIP Information Aclive Handsets Server Certificate
Swap Sena Boot information Net information VolP Teinet Contro Base stations Trust Store
nf | my m 1 ¢
B In Men In

OXO Connect: alize

MANUFACTURER ACCESS

l Manufacturer access disabled

Enable  [or ¥ gays

Reset the NMC Password and reboot the OXO

IWR AlwinPro & UC Anlaytics from Aurenz
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[ Set PCX Date and Tirme
Systern Reset

-] Mernory ReadMrite

-] Messages & Music

Manual MormalRestricted b
Softuware Versions

-[BE Generic parameters forIP Ph
----- £+ Global Systern Parameters

- Hotel Parameters

=@ Security
(-4 Passwords
Metwork IP Services
--[BE DTLS Encryption

e Import/Expart

[ Import/Export Data
58 Exporting Labels

[BE] Export Server Certificate
--[55 File Managernent for Third P
g, History & Anomalies M
-[&E Histary Table

HW-Anomaly Table

E—J%E) Data Sawing & Swapping

[ Comrnands

[ Date&Tirne Data Saving =

m

Management Password

Current Lewel

=]
Inztaller
Attendant not default
Adrrinistratar not default Set
Inztaller riot default
Dowrload ot default
NMC ot default
ACD Adrin not default Set

Set Password I

Enter Current OMC zezsion password

MNew Password

Confirm Password

[ —

xxxxxxx1

Cancel

Try to access the url in web browser ftp://ftp nmc:password@I|Paddress:30021

6

Index of /

Nize

1B

Name
U] nme_9zdR5c

Date MModified

213720, 6:30:00 P

C @ Motsecure | ftp://10.9.223,140:30021

IWR AlwinPro & UC Anlaytics from Aurenz
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Chapter

g Appendix D: PARTNER SUPPORT

PROCESS

9.1 Aurenz GmbH General Contacts

Aurenz GmbH
Hans Boeckler Str. 29
73230 Kirchheim u. Teck

Germany

Phone: +49 7021 73888-0

Fax: +49 7021 73888-30
Mrs Petra Sales Assistant | +49 (0)7021 info@aurenz.de
Weikamp 73888-0
Mr Support +49 (0)7021 support@aurenz.de
Stephan 73888-33
reber

9.2 Aurenz GmbH Support Contact Information

Phone +49 (0)7021 73888-33
Fax +49 (0) 7021 73888-30
E-mail support@aurenz.de
Hours 5x9 support

Service and Support Levels

1° Only available at Aurenz with additional service
contract. Otherwise responsibility of our business
partners

2m Any technical problems of end users and business
partners that can not be resolved by the business
partner themselves

3  |Anything not resolved by 2™ level

There is no 1st level support but on request of our business partners or end users a additional
software update and/or maintenance contract can be agreed.
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In most cases the 2nd level support is contacted by e-mail. In general a reply can be expected the
following day. If a support request arrives before noon (12:00 CET) there is a high possibility that
the reply is send out the same day. Additionally Aurenz GmbH provides phone support (hotline)
between 8:00am and 5:00pm from Monday to Friday. The hotline gives only support for technical
problems that obviously are not part of the product documentation. Services that are not part of the
support contract need to be ordered with the regular conditions and according to our latest price
lists.

Problems that can not be resolved by second level support are submitted to technical group (internal escalation
to development department) of Aurenz GmbH.

IWR AlwinPro & UC Anlaytics from Aurenz
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Chapter

10 Appendix E: ALE SUPPORT PROCESS

The purpose of this appendix is to define the escalation process to be applied by the ALE Business Partners
when facing a problem with the solution certified in this document.

The principle is that ALE Technical Support will be subject to the existence of a valid InterWorking Report within
the limits defined in the chapter “Limits of the Technical support”.

In case technical support is granted, ALE and the Application Partner, are engaged as following:

ALE Technical
ALE Support
Business Partner SR + case -

/ 4

Questlon +case -é Answer /
/

In case of the problem has not been I {5

. J

nswer sent to the right organization:
< “Please open a ticket into our Experts
partner database by mentioning oul |nhformation
SR number” Flow

/
‘o

\ Answer
Answer 2 ‘\ﬁ%‘
Ticket (Case)
T ice Request [Partner Integrator Partner w
Technical Support )

(*) The Partner Integrator can be a Third-Party company or the ALE Business Partner itself
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The InterWorking Report describes the test cases which have been performed, the conditions of the testing and
the observed limitations.

This defines the scope of what has been certified.

If the issue is in the scope of the IWR, both parties, ALE and the Solution or Developer Partner, are engaged:

Case 1: the responsibility can be established 100% on ALE side.
In that case, the problem must be escalated by the ALE Business Partner to the ALE Support Center
using the standard process: open a ticket (eService Request —eSR)

Case 2: the responsibility can be established 100% on Solution or Developer Partner side.
In that case, the problem must be escalated directly to the Solution or Developer Partner by opening a
ticket through the Partner Hotline. In general, the process to be applied for the Solution Partner is
described in the IWR.

Case 3: the responsibility cannot be established.
In that case the following process applies:

» The Solution or Developer Partner shall be contacted first by the ALE Business Partner (responsible
for the application, see figure in previous page) for an analysis of the problem.

» The ALE Business Partner will escalate the problem to the ALE Support Center only if the Solution
or Developer Partner has demonstrated with traces a problem on the ALE side or if the Solution or
Developer Partner (not the Business Partner) needs the involvement of ALE

In that case, the ALE Business Partner must provide the reference of the Case Number on the Solution
or Developer Partner side. The Solution or Developer Partner must provide to ALE the results of its
investigations, traces, etc, related to this Case Number.

ALE reserves the right to close the case opened on his side if the investigations made on the Solution or
Developer Partner side are insufficient or do not exist.

Note: Known problems or remarks mentioned in the IWR will not be taken into account.

For any issue reported by a Business Partner outside the scope of the IWR, ALE offers the “On Demand
Diagnostic” service where ALE will provide 8 hours assistance against payment.

IMPORTANT NOTE 1: The possibility to configure the Alcatel-Lucent Enterprise PBX with ACTIS quotation tool
in order to interwork with an external application is not the guarantee of the availability and the support of the
solution. The reference remains the existence of a valid InterWorking Report.

Please check the availability of the Inter-Working Report on DSPP (URL: https://www.al-
enterprise.com/en/partners/dspp) or Enterprise Business Portal (Url: Enterprise Business Portal) web sites.

IMPORTANT NOTE 2: Involvement of the ALE Business Partner is mandatory, the access to the Alcatel-Lucent
Enterprise platform (remote access, login/password) being the Business Partner responsibility.

IWR AlwinPro & UC Anlaytics from Aurenz
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For non-certified solutions, no valid InterWorking Report is available and the integrator is expected to
troubleshoot the issue. If the ALE Business Partner finds out the reported issue is maybe due to one of the
Alcatel-Lucent Enterprise solutions, the ALE Business Partner opens a ticket with ALE Support and shares all
trouble shooting information and conclusions that shows a need for ALE to analyse.

Access to technical support requires a valid ALE maintenance contract and the most recent maintenance
software revision deployed on site. The resolution of those non-DSPP solutions cases is based on best effort
and there is no commitment to fix or enhance the licensed Alcatel-Lucent Enterprise software.

For information, for non-certified solution and if the ALE Business Partner is not able to find out the issues, ALE
offers an “On Demand Diagnostic” service where assistance will be provided for a fee.

IWR AlwinPro & UC Anlaytics from Aurenz
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The ALE Support Center is open 24 hours a day; 7 days a week:

e e-Support from the DSPP Web site (if registered as Solution or Developer Partner): hitps://www.al-
enterprise.com/en/partners/dspp

e e-Support from the ALE Business Partners Web site (if registered Alcatel-Lucent Enterprise Business
Partners): https://businessportal2.alcatel-lucent.com click under “Contact us” the eService Request link

e e-mail: Ebg_Global_Supportcenter@al-enterprise.com

e Fax number: +33(0)3 69 20 85 85

o Telephone numbers:

ALE Business Partners Support Center for countries:

Country Supported language Toll free number

France

Belgium French

Luxembourg

Germany

Austria German

Switzerland

United Kingdom

ltaly

Australia

Denmark

Ireland
Netherlands +800-00200100
South Africa
Norway

Poland

Sweden

Czech Republic

English

Estonia
Finland

Greece

Slovakia

Portugal

Spain Spanish

For other countries:
English answer: + 1 650 385 2193
French answer: + 1 650 385 2196
German answer: + 1 650 385 2197
Spanish answer: + 1 650 385 2198

END OF DOCUMENT
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